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Copyright Notice

No part of this document may be reproduced or transmitted in any form or by any means,
electronic or mechanical, for any purpose, without express written permission. Under the law,
reproducing includes translating into another language or format.

The software is protected by United States copyright laws and international treaty provision.

Therefore, you must treat the software like any other copyrighted material (e.g. a book or sound
recording).
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Document Revision History

April 26, 2018
e |nitial release

June 28, 2019
e Additional adapters ( Okta, Password, Username, Gigya)

November 7, 2019
e Kerberos Integration
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Supported Authentication Providers

Microsoft Office ( Office 365 )

Google G Suite

Active Directory ( LDAP ) (Azure Cloud / On-Premise)
Gigya (OpenlID Connect)

Okta (OpenID Connect)

Twilio SMS

Password
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Admin Interface

Applications are used by other services to integrate Bridge into themselves. Each application is
unique within Bridge and includes Adapters, Clients, Service Accounts and Administrators.

Adapters are mechanism by which Bridge utilizes third-party services such as Microsoft Office,
Google to authenticate users.

Clients are similar to oAuth Client that a third-party application uses to authenticate and
communicate with Bridge.

Service Accounts are non-interactive credentials similar to User login without credentials. They
are mostly used along with Clients by third-party applications to authenticate with Bridge.

Administrators are list of users and groups with administrative access to Bridge. They can

perform actions such as adding or removing users, groups, service accounts, clients and
adapters.
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Applications

Application is similar to an outer wrapper around a group of adapters. Bridge isolates these
applications due to access control reasons.

User can switch between the applications using the Application Switcher right next to the Bridge
logo in the top left corner of the screen. In order to switch to a different application, click on the
Application Switcher dropdown and select the application.

In this example below, the demo application is selected.

Adapiars

O mitpey/example.com Driduadadm

“SRIDGE A

another deme

demao
Adapters oft Office
-

i Clients

&%  Adming

(&) Logout
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Adapters

The adapters page shows a list of adapters that are linked to the application.

dapiers

. IE

tpey/example.com/ Driduadad

“sRIDGE demo - + am
8l Adapters @
Wicrosoft Dffice
i@ Clients

- Adming

(&) Logout
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Add Adapter

Click on the + ADD button located at the top right corner of the header to add a new adapter.

+ 2o

“SRIDGE demo -

R AL AT @ Microsoft Office
i@ Clients

&%  Admins

() Logout
e g
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Click on the relevant icon from the list of supported adapters.

“SRIDGE dema -

= Adaplers ° Select an adapter € o crudontiats B wothorizo Applicat
M Clients A
=% Adming ¥y G
Microsoft Office 3656 Active Directory Gigya
SMS Google Password
Cikta

&y Logout
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Google Adapter

Instructions on setting up Google adapter are discussed under Google G Suite section.

Microsoft Office Adapter

Instructions on setting up Microsoft Office 365 adapter are discussed under Microsoft Office
section.

Active Directory Adapter

Instructions on setting up Microsoft Office 365 adapter are discussed under Active Directory
section.

Gigya Adapter

Instructions on setting up Gigya adapter are discussed under Gigya section.

Okta Adapter

Instructions on setting up Okta adapter are discussed under Okta section.

SMS Adapter

Instructions on setting up SMS adapter are discussed under Twilio SMS section.

Password Adapter

Instructions on setting up Password adapter are discussed under Password section.
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Remove Adapter
User can delete an Adapter by clicking on the : menu icon located towards the right side of the
screen and click Remove from the popup menu.

WARNING
This action is not reversible.

L] dapiere
£ & C O D mips)/exsmplecomBridyatadi
“SRIDGE demo  ~ + oo
= Adaptars @ Microsoft Ditice
i clients e Google 4 Edit
B Remove

o fuctive Directory

=» Admins

(&) Logout
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Click CONFIRM to remove the adapter permanently.

Remove Google adapter

Are you sure you want to remove this adapter?

CAMCEL CONFIRM
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Edit Adapter

Click on the i menu icon located towards the right side of the screen then the Edit button from
the popup menu.

Adaplers

Ao

tipey/example.com/Driduadad

“SRIDGE demo - =
= ALAREE @ Microsoft DHice
B Clients o Active Directory = -
B fAemove

&%  Admins

(&) Logout
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Microsoft Office

Preparations

In order to use Microsoft adapter with Bridge, a Microsoft user account with domain
administrative access is required.

Open Azure Portal "in web browser and login with the administrator account.

Bashboard - Microsedt Acure:

admini@ example.com

®x N
= EXAMPLE

Dashboard ~ - Mewdmhocard ¥ Ugiowd dashboard % Cownload dashbosrd o Edidashbosrd 5 Shaw M Fullsoreen 1 Clone 3 Daless
Al resaroes

BLLSUBSCRRTIONS Azure getting ted made easy!

on Azre in a fire quick steps

Create DewOps Projest
N resources to display

Try changing your fitar IF pau Sont e what you e oaking for
s mare [

B A Seniess

¥ Function Ag
unction Apps Wi ual Machines (2

vt S, S40L Serrve, Sham Poirnl My

= Crmate sl At ik NET, Lo, Mitejs, Pyt HE

 \irtual networks o, Functions 3
Prociss Svents mith 8 3¢ fvirbess coge anchitechae

Aziare Active Directory

504, Database

! Maritar T service Heakh % R,
¥ amagiet vt G611 Ctatmn an 2

' Azure Portal https://portal.azure.com
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Click on Azure Active Directory in the left sidebar to open Azure Active Directory dashboard.

& stk dowtay 1 Celule directory

@ Oueniew sl e

* ok sun example

Azure &1 for Offien 355

Aesounce groups

App
MARAGE :

Sagn-ing ‘Your role

Function Apps

Users
dats & Goups
Loois like the Sgm-n data is unavailable., Try again later. Finch
o DB B Enterprisa applicatians -
s w

Virtual machines H Deapex

B anp regstrations
Load balarcers g ap regsh
Azura AD Connect syne
Status ot enabied
What's naw in Azure AT oo Mxadid

H e & %

L Anplication prosy

3 Lrenses
Stay up 1o date v

Tatest, b notes and blog posts,
P Azues AD Cannoct

® 17 envirins g Dwasry 15, 2018 em wrrfiun
Customn domain nomes

[ ] Al b services an

B heabikny (DK and MAK) e
-~ B3 Directary Management

! Passweed resat 121 Februany 20, 2015
13

w

Security Center

M Company branding

o

[ user sushentication 1 o Jr

1 Maragernant + Billing o User wentings 1 Matdarm

L1 1edertity Secarity & Pro

[ cowamanes
)

Hilp i Fraprie:
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Click on App Registrations in the inner left sidebar within the Azure Active Directory page.
Click on the Endpoints button to access the Tenant ID.

App registrations - Microsal =

& Secure | hitps ! portal.ar ure com) aott whi aisaredApea o

admini®example.com
EXAMPLE

{~ Create a resource

AN sarvices w| o Mew applicabion g tration S Endusints 34 Traublmhact

T i and manage your registratkans for omnrged Jpatkaians, pkas Wit 0 Micr

L

. Wy amps ~
o Quick st
DESPLAY HAME APPLIZATION TYPE APPLICATION 1D
MAAGE
& lsers
App Services & Gioups
Function Appa B Enterprisa applications
- 8 e
= 50l databases el it

< B ap regstrations
Baare Cosmos DR

! Aaplication prosee

B irtual machines

% Lrenses

Lasd bal
P Azure AD Canned

rage sceounts
Custom dermain nomes

i Wirtual networks =
B NabikTy (MO and MAM)

Azuare Active Directary Pageweed rasat
| Maritar M Campany beanding
b Adwisor L User satings

8 Security Center Propitid
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Tenant ID

Under the label MICROSOFT AZURE AD GRAPH API ENDPOINT, click the copy button next to
the text field to copy the URL. To retrieve the [TENANT ID], paste the URL and pick out the
following part:

https://graph.windows.net/[TENANT ID]

If the URL is https://graph.windows.net/f7a3bc09-a37d-46de-8df1-a572825b6590, the Tenant ID
would be f7a3bc09-a37d-46de-8df1-a572825b6590.

Click on the X button to go back to the previous page.

o

adminil e

Endpaints

FECHERATICN METADATA DOCUMENT

httperdlogin microsaftanioe cem 7.

WE-FEDERATION SIGN-CM ENDROINT

hiteesflogin microsaftanine comyi7ed.. | [

SAML-P SIGN-ON ENDPOINT

hitps i microsaianive e 7al.. m

SAPAL-F S GN-OUT EMDPOIM

Inttps fkagin micrsaftanir 7l .

MICROSOFT AZURE AD GRAPH AR ENDROINT

hitpeigraphindows et Tatbonda. [s]

DALTH 2.0 TOREN ENDPOMNT

hepssfloginmierseattonire comyrra. | IR

DALITH 210 ALITHORLIATION ENDSCINT

it fiogin sicrecafian e comd7ad.
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Create an Application

Click the New application registration button, highlighted in the image below.

App registrations - Micrasalt - =

w £

admini example.corn
HE

K Traublmhact

oegiiratian 1=

n Cansin

0 Oveniew

Tai vige and ©

@ your registratians for roronged apolications, pkase Wisit Tho Misra:

| My anps w
" Quick st 1
eSPLAY HAME APPLICATION TYPE APPLICATION 10

MANAGE
- Uen

L s
¥ Function Apps B Enterprise applicatians
- H ce
= 50l databases 3 Cevees

e B Ay regeirations
A& o

B Anplieation oy

W irual ma

& tosd

3 Lrenses
p Azure AD Connedt

B storsge accounts
Custom dorrain nomes.

L] B Nabilny (DM and kA
@ saure pctive Directory Paceweed resat

& woritor M Campany banding

B ndvisar £ Lur sentings

Pra

@ Securiy Center
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Enter your following details and click Create,
e Name: The name users will see when they sign in
e Application type: Select Web app/API
e Sign-on URL: Enter Bridge URL

Cramte - Microsoft Azue

@ Secure | i portalag ure oo

- Create a resource

Al sarvices
* Hame @

Example App

Application type @

el apg / AR

* sign-an UAL @

hritors:fevemple.com

App Se

Function Appa

irtual networks
Aziare Active Directory

} Maritor
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Once the application is created, save the Application ID as it will be required later.

The Application ID is unique to the application, In the image below, the text under Application ID
is 7e57e97-4a8f-4d3f-8477-eeb7e35d21b7, Hence the Application ID is
7e57e97f-4a8f-4d3f-8477-eeb7e35d21b7.

ol

& Marifot [ Delutn

Applicatien D
TRETHHTE A3 RIAIH- 2477wt 752107

o type Object 10
Wea agn | AP [ATHSR cE T 4653 205 4Tl T
Home page: Maraged apeiscation & local dructory
htipsfesample com Emmple App

& appse

¥ Function Apps

 Wirtual networks

@ nzure Active Directory

& woritor
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Click on ©&Settings button within the application management page, and then click the
Properties button highlighted in the screenshot below.

Settings - Miarosaf
o

admind®ecampl

i~ Create a resource

Al senvices
Application D
TRETHTT A3 BIA - 247 T-webTeI 52 10T GENERAL
Object 10
CATRER CET0 653 2 -Af4TRLETCT 1 propertios
araged appiication & focal drectory
https:/fexample com Example Anp Ry URLs
®
s Owrers
ARAEDESS
Functian Agps £, Requined eemissiang
Koy

0L databases

THOUBETHOOTING + SUFPIAT

¥ Troubiesmoot

B New=uppan reooes

“ irtual networks
Aziare Active Directory

} Maritor
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On the Properties page you can update the following,
Application Name (optional)

Logo (optional)

Homepage URL (optional)

Logout URL (optional)

Terms of Service URL (optional)

Privacy Statement URL (optional)

Proparties - Micrasaf Azurs =

admini®example.carmn

EXAMPLE

1~ Create a resource

A sarvices L8 settrgs o Maniten [ Deleta RA x
Disglays ~arra saicatian 10 P &
Eampe Anp o8 Tdad1-drl31-BATT-nebTa35dR 107 ik Hams
Appdic Examike App
Propariks p3
L]
= Heply ALy b
=
s Dwnes 3 I i @
Seni ¥ ACEESS " -
B Serv “ o Apg 10 LR @
FR . y nitps b chgl cbal comy B BOCFIST 5203 don.,

Function Apps

(=

501 databases oy g
Frlb TRALALESHERITING 4 SUPSORT EA
W nach| R Troudleshaat >

i Mewspport request

% irtual networks

Aziare Active Directory

} Maritor Terms of service LAL @

* Advisor

Seourity Center
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Click on the Reply URLs button on the settings page. Add a Reply URL and click on the Save
button above the URL text field.

If the domain is example.com, then the reply URLs would be:

https://example.com/auth/adapter/callback
https://example.com:443/auth/adapter/callback

Resly LIRLS - Microackt Arums

1~ Create a resource

A¥ sorvices

gl atizn 10
TeSTRATI- 4 AT 3-BATT-eakTed5d | BT
Bigectiny

57EE426- 0B Tn 4553 aL90 i 47T

& appse

¥

Function Apps

B 50l databases

F A ws

irtual o

Losd halancers

Storage actounts

o Airtual networks

Azure Active Directary
Mapitor

Advisar

Seourity Center

Settings

2w

GENERAL
Fraparilos
Fepy URLs

& Dwnes

pryte
$. Reiset perrisions

Ky
TRCUBLESHONTRG 4 SUPPOAT
XK Troubleshaot

W Mew support request

admini®example.carmn

EXAMPLE

g Femample cam

I htips ffeoample.comauth/adapioncall back
i
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Permissions

Click on Required Permissions on the Settings page under API Access section.

5

admini®example.carmn
HE

o s e Gract Pemissices

GEMERAL A AFPLICATION PERMI.. DELEGATED PERMIS.
Prapkile X Wirskras Azure Acin 0 |
: Feply URLs
A
e Owners 13
AP AL
¥ Function Apps §. Feired perisgons 2,
B 50l databases Reye
& An TROUBLESHOXNTASG 4 SURPOAT
! irtual ma 3 K Troubleshant e
& st 5 & Nesw support request

B storsge accounts

“ irtual networks

@ szure Active Directary
& woritor

. ndvisar

@ Securiy Center
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Click on Windows Azure Active Directory to open the Enable Access page and check the
following boxes under Delegated Permissions:

v Access the directory as the signed-in user
v Read all users' basic profiles

v Sign in and read user profile

Click the Save button on Enable Access page.

admini example.com

EXAMPLE

{~ Create a resource

I Detats

§, e st asding permissian|s) 1o your appication users i have i corsent even if ey

&M APFUCATION PERML.. DELEGATED PEAMIS... 5 tlready dore 20 previcesy
Wirlows Azure Active Dineclory a 1 Teead antt weite direcioey dats O Yes
it dinics @ Ve
© Yes
@ e
X @ v
Function Apps 7
& Yes
0L databases
"B DELEGATED PEVMISSIDNE RECUIRES ADAN
5 W ioess the dimemane as e sigrad-in Lesr 2 Ne
Fead direstory data o s
Read and write directory data o Yo
Reead and write 8l groups o Yes
5 Wirtual networks
Toeuf af growas O e
Azare Active Directary
Regad ab wsers’ full profioc & ves
Mapitar
o Read ol users' Basic prediles o Ne
Advisor W Sign in and remd uer profie @ o
® Security Center Rt hidison sembarckips O Yes
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Click Add on the Required Permissions page to add Microsoft Graph API permissions.

¥ i

o it e Gract Pemissices

an EPPUCATION PERMI... DELEGATED PERMIS. .

Wik Agure Actin a 3

App Serviees s
Function Apps Rerie] parmingons 5
S 50l databases Heye
TROUBLESHOOTING 4 SUPPORT

XK Troubleshaot >

Load S Miew support request

rage coounts

 Wirtual networks

} Maritor

* Advisor

Security Center
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Click on Select an APl under Add API Access.

Add AP sccess - Microaoft ¢

APSICATION PERML., DELEGATED PERMIS..

SERERML

Frofties . Winckray Agure Active Dive 2 5 5
Fady UALs > “
& O .
B AR
Reguirid (e ssiong )
Keys
TROUBLESHOGTING « SUPFORT
ial machines 3 Traubles >
¢ TEw support request >

Losd b

 Wirtual networks

} Maritor

* Advisor

Security Center
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Click on Microsoft Graph under Select an API page and click the Select button at the bottom.

&

admini®example.com

EXAMPLE

{~ Create a resource

Al services

APFLICATION PERNY..

DELEGATED PERMIS...

d : ? ffice 63 Exchangs Cnline
Mieras ot Gragh
Offce 365 ShamPoint Onling
App Serv Shype for Business Onling
Function Apps Office 165 Yammer
T 500 databases Pumer ¥ Sanite

Wirdass

Office 165 Maragemert A%

Mierasgét Vsl Stuckn Taam Servces

= Wirtual networks:

Aziare Active Directory

} Maritor

* Advisor

Securey Certer . N
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Click on Select Permissions on Add API Access page.
Select the following permissions under Application Permissions on Enable Access page under
Application Permissions:

v Read all groups
v Read directory data

v Read all users' full profiles

Click the Select button at the bottom.

Erable Accass - Micrasalk Ar =

admini®example.cormn

EXAMPLE

{- Create & resource x | * Enable Access

Al sorvices

1 Rt coantacs | B Yes

APFUCATICHTENIN. . EIARR PR Raad anc write contacts in all malboees & Yos.

----- d a 3 S e ' Read al growss & Yes

2 Lalmet pormEsites

Apis B Peead aivd i all gFouER o v

W Resad directory data & ves

Rizad and writn directony data O Yes

Reat an write devices O e
Rt s T e

Fotad and weite & usars’ %40 profiles S Yes

Rezad all iderdiy risk evers information O Yes

Roaad calendars in all mailomes O Ves

Feend anc B Yes

Feead anct write file: o ves

4 Airtual networks Kead files in 2l site collections o Yes
Azure Active Directary Crenie. edit, and celetz items and lists in all s callectione @ Yex
i fuil coniral af ak site calieetions. & Yes

Moritar

Advisar

Seourity Center I m

32 of 164



Bridge User Guide

Click Done at the bottom of the Add API Access page.

Add AP sccess - Microaoft ¢

APSICATION PERML., DELEGATED PERMIS..

? 2 2 s

3 rales 0 tcapa

SERERML

Properties 3 Winckras Acure Active Dive

Rty URLE 3
i Owners >

A ACOESS
e pernisiong %

Koy

TROUBLESHOOTING & SUPFORT

ial machines 3 Traubles >
4 ew suppont request >

Losd b

 Wirtual networks

} Maritor

* Advisor

Security Center
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Click on the Grant Permissions button highlighted in the image below, and click Yes to assign the
required permissions to the application.

Please note, administrative access to the domain is required for this step.

fequired permissions - Micro. =

admini®example.com

EXAMPLE

|- Create a ressures Settings x Required permissi

Al sarvices 0 ol e Grack Permissioes
Aglicaticn 10

TeSTRATI- 4 A3 BATT palTaA57 BT GENERAL
Ta you want to grant the parmissions helaw for Example App for all accounts in
current directany? This action will update any existing permissions 11is application

Frapartios
already has te match what & fsted below.

Feep'y URLS

- 5 -

A ALELSS
Function Apps $. - Febaquinee] pamiisgons 5
0L databases K

TROURLESHIRTRG + SUPROAT

K Troublesnan >

& Mew support request

Storage aceounts
+ Wirtual netwerks
Aziare Active Directory
) Maritor

* Advisor

B Securiy Center
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Click on Keys under API Access on the Settings page to generate an application secret.
Enter the following details on the Password form:

DESCRIPTION: Example App Name

EXPIRES: Select Never Expires from the dropdown list

VALUE: Any random words or characters. In the example below, the value is Example

Secret

Click the Save button.

Heys - Micm=ott Azure

£ @ Secure | it/ portad.azure comiaslnd il oo

admini®example.com
EXAMPLE

{~ Create a resource

[ = [~ §—

F uposd Pusic kuy

GEMERAL
Passwords
Properties
oescaPTION BFiREs vALE
Reply Ulls b . .
Eunmpn App | | M ever cupirog | | Empln Secmr
& Owrers >
Duration b
AP ADCES
f, Rexquired permissions :
x Public Keys
Keys ]
THUMBrNT sTanT pATE Eapines
TROUBLESHOOTING + SUPPORT HNo msults,
¥ Troukleshret

6 MNew suppor request

“o Wirtual networks:

Aziare Active Directary

saritor

Advisor

B Securiy Center
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After clicking Save, the VALUE field will be updated. Copy the new value displayed on the
screen, which is highlighted in the image below. Save this value, as it will be used as the
Application Secret in later steps.

et Azure

it portad.az

admini®example.cormn
EXAMHLE

1~ Create a resource

Uit o] | H: ¥ acant AR Upiosd Pl Kny

{8 Coay the lany vaue. You wont be abie b resieae iter o i this biade,

Propertios
Passwords
Reply URls 2
escupTan Bvines vaLE
i Ommers >
Essmple App 2312288 GO MO DA SO0 LU ECW ST e Sim T akecfia =
R Serbees AR SRS 5
Function Apra f. Rexquired pemissians
501 databases i = Public Keys
TROUBLESHOOTIMG + SUPPORT THUMBPRINT STAST DATE FXPIRES
B irtual machines K Troubieshoet 3 Mo msults.

Load balarcers il Hewaupear mauet

rage coounts

o Airtual networks

Aziare Active Directory

Moritar

Advisar

fy Center
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Click the X button to close the Keys page, then click the X button to close the Settings page.
Click on the ~#Manifest button to open Application manifest.

Exampie App - Microsoft /

@ Sacure | hitps portal.azure et lnde Ml

£ sevtings  #F Marifst

D Apglicatien |0
E TS TETT - AaB-Ad 3 247 T-mpn Ted 542 107

! e Object 10
W apn | AP CATRER CET0 653 2 -Af4TRLETCT

Horme page: Maraged apsikcation & ocal drectory
httpsfesample com Emple App
®

fin Appa

= 20l databases

“ irtual networks
Aziare Active Directory
) Maritor

* Advisor
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Scroll to the bottom of the Manifest file to the requiredResourceAccess section and copy the two
resourceAppld fields.

In the example below, the resourceAppld fields are:

® Resource ID - 00000002-0000-0000-c000-000000000000
e Admin Resource ID - 00000003-0000-0000-c000-000000000000

If the resourceAppld are exactly similar to the above, then use the above results.

Ecie maniest - Micrasoft Azu =

0 @ Secure | hifis porkal.az ure co

admini®example.cormn
EXAMHLE

]
B 8704653 250 FdLITEIETCT

: anaged apmlicatian in lacal dimesary =
Example App 5_5

") “TabidiEi-Fle-4act-aghd-badelif rdasl”,
“type*: “Aole"

58 "i0i "dr8Z12BE-bier-4453-Bedh-28220eBI21A",
] “type™s "Hole"

BEOURGRI-DBOE-ABEE-COE0-DUBEIRODEDRE" ,

| (]
(-845-46a1-bd18-37¢ 1715600.5"

o Airtual networks

a1 “1d'i “ad26570b-T{20-40e3-bE{0-ceeh 200BG2",
az “type”: “Hcape’

Azure Active Directary

Maritor ad ¢
a5 *id*: “"coal3atc-T169-4dBE-B458-a0TReddecdla”,
Advizar ] type": “Scope”

Securfy Center
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Credentials

From the previous steps, the following identifiers will be used when registering Microsoft Office
Adapter on Bridge.

Application ID
Application Secret
Tenant ID
Resource ID
Admin Resource ID

Click on Microsoft Office icon on Add Adapter page, Enter the credentials in the form and click
SIGN IN.

Setup a new adapter

@ select an adapter @ Enter cmdeniials Muharize Apglication

Azure
Tis ristriave tha approprate sredantials.
plomse login ta your Microsoft Oftice 365
account and access your account
settings Application Soo

01 jBIYSEgsFXdSKem0aDH o DahYu+7C0YzEETI36A=

Applicanon i
7eSTe0Ti-4abl-4d3f-B477-2eb7 235421067

Temmrt 10
{7a3bc08-337d-dGde-6d11-a57 282506590
Q0000002-0000-0000-c000-000000000000

00000003-0000-0000-c000-000000000000

BACK S0 1M
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If the entered credentials are valid, the page is redirected to the Microsoft login page.
Enter your email address and click on the Next button.

& Sign in to your sccoent

& O & Securs | hites: eginmicreseltenine.comicomuman/aautn aul

2% Microsoft
Sign in

UERmAredEample. com

o account? Cresle ane

Can't Accass your socount?

©2018 Miomsoft  Termsofuse  Privacy A cookies - -
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Enter the password and click Sign In.

& Sign in to your sccoent

O @ Secure | hites crostlbonine.comiconmun/dauth 2fa

2% Microsoft

usernama@axample.com

Enter pesswaord

©2018 Miomsoft  Termsofuse  Privacy A cookies - -
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Click Accept to authorize Bridge access to user information.

% 5 in to your acecent

i Secure | hitp:

H¥ Microsoft

usermama@axample.com

Example App
Puitsisfier's metuite: snsrmoe.com
This app would like to:

o Pead A groups
. Fesgel diactory data
" Fmad al users 1l profiles
o Arcess the Grectory a8 OE Signed-in Lser
< Fiedl 88 users. bas peothes
o Bigrn i and read Lser profile

Hyau agree, this apa wil be gramos the specied anpl caton
DeNTIASON(S) 16 fESaLICaS DRk o

amarizmton, and o e
talanging 1o the signed-in Lser

oo shouid o L if you it t putlisher (Burchglabal)
and It you seiRcted this spp (rom o store or webase ou fust

Cancel Accapl

Termsofuss  Privac
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Google G Suite

Preparations

In order to setup a Google adapter with Bridge, a G Suite enabled Google account is required
with G Suite administrative access.

Create a Project

Open on Cloud Resource Manager ? on Google Developer Console ?, Click on No Organization
dropdown to select the organization and click on Create Project

ansale develspers.google comiclolid-reanu e manage

& Manage resources I CREATE PROJECT HIDE INFO PANEL

Select a resource

No ceganizstion = | Filler by raims, [0 pract ruroe, o lstel

¥iou hwe no prejacts In i organizatian
PERMISSIONS LABELS

) Plogss skt af least ana fescusce,

2 Cloud Resource Manager - https://console.developers.google.com/cloud-resource-manager
3 Google Developer Console - https://console.developers.google.com
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Enter a project name and click Create.

{8 Geogle Cloud Plstiarm

& Secure | hi

= Google APIs q #§ 0 0 & 2

Mew Project

0 Venu hiwe 10 projects sen

i yout qute, Lesn moes
PFroect name
Exama e Project

Your proect |12 il b snnee project 201720 0 it

Organization

Enmple.com

A You hae logged In undér amanaged acoount. Your domain
ach tor may be sbile fo socess, chenge o suspend any projects
CIEET0 BT THIE HLCOUNL 1T 0 0 NGT WEnE Vi 90 ain saminkeror
2 azCees your prajcts, pleace log out and ereato 3 project undar 20
unmanaged Google Acoount. Far morn rfoemation, please eview
Google's Privecy Putcy

B3 o
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Click on the project name entered in the previous step.

C (r @ Secure | VS0 pars. GuOgie Com/ C o d-TRE0UITE

= Gougle APls Q i 0 9 a @ (8

-
3 MEHEQE resgurces B CREATE PROJEGT E HIGE INFO FANEL
examplecam = Tt by e, 1D, pecsjeect swurvilher, ar b oo ye— Select a resource
Project nisw Projuct I
o= Example Projert el penjec-101 720 1 PEHMISSIONS LABELS

€} Please select at least one resource.
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IAM page shows up with list of users that have access to the project.

= Google APls 2» Exampla projact = a @0 0 a {5
1AM +2ADD -2 AEMOVE
2 g _ .
Permissions for project "Example Project”
Thase parmissions affect this project and 2 of fis resowrces. Lesm mos
=
T £
®
View By: MEMBERS  ROLES
&
o = Filter t2bie ") m
&= O e Mamber 4 Mame foln Inheritance
- 0O s sdmin@examalecam  AdminUser  Owner A
o]
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Configure Consent Screen

Open the APl dashboard * and click on Credentials ( key icon ) on the left side of the screen and
select the oAuth consent screen tab.

Enter the following the details to configure the consent screen:

e Product Name shown to the users

e Homepage URL (optional)

e Product Logo (optional)

e Privacy Policy URL

e Terms of Service URL (optional)
Click Save.

{8 Conaent screen - Example 7

APT

Oy & Secure | it eansole develope

Google APl 2» Exampla Projuct = Q #§ 0 0 » ilg
Credentials

Credentials.  GAUI consentseropn  Doman varhicaton

Emali address

admin@assmpia com -

Sraduct rame shorwn fo usees —_— -

Exampin

Hemepsge URL (1)

BIpE L BRI COm

Produst loge LIRL

Hitps U mample com.inge g

t perwid =n eenall acdost
st name far dauth 1o

Srivacy palicy AL
apthonal st you co ploy ot a0

bt gl mamele com.pchmypolicy

Tarrea of seeviee UAL (otizon

AN o e s o

4 API Dashboard - https://console.developers.google.com/apis/dashboard
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Create Service Account

Click Create Credentials and select Service Account Key from the dropdown.

valopars.gaogie com/ssis creden

= Google APls  §» Exampie Project = Q i O 9 a

API APis & Services Credentials
i+ Dashboar

W Liany

o Credentials

AP
Credentials

AE ey
ecatifies your project using a smple AR key to chech quets and nccess

st chimnt 10

Service accou key
Ennbies serverio-serven, app-level ausfentcation weing rabet accounts

Help me choose
Aisks a few questions he help pou dedide which ypeof cisdential ta we
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Under the service account dropdown, select New Service Account.

B Croute saevico ae

& (r & Secure | it VE0pErs. googie com/aris Cre

= Google APls S Exampie Praject ~ Q i 0 9 a @ (8

£ Create service account key

Snrrsn acemnt

e siarice oceunt
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Enter the service account name and set the Role as Project » Owner. Select JSON as the key
type and click Create.

B Create sar

& (& Securs | velopers. googie com /es s o

= Gougle APls §o Exampie Praject ~ qQ [ I Y

€ Create service account key

Sarvcn accent

New sensce nocount -
Sarvicn poceant nome Bole
examp lepropct Select a role -
Sarvice mcownt 1B Satacnud
mample-project rexample-proje of- ZEA1 S.4am
Progct » rwver
i bay. St s 7EPERIS " Extlio
Biling v N
Cloud |4F 3 i
Clousd Securty Seanmar - b
it it Regeovting v
lasy 3
=
Loggrg »
Manitaring b
Diganization Pakicy 3
Reseave Parner 3
Ausgurce Manoge 3
Hclos b
Srvies Aocoarts »

Munage role
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A JSON file is automatically downloaded onto your browser with the project name. Keep the
JSON file in a safe place as it’s not possible to redownload it.

WARNING
Do not misplace the downloaded file.

Private key saved to your computer

b Exampl: 7ibac D432 json ol e ar eloud

npla
resoerres, £ Elore it secursly Lesimons
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Delegate Permissions

Ask your domain administrator to delegate admin permissions to the service account.
Click on the Manage service accounts link on right-side of the Service Account keys section

*e & Cradernisls - Exarrple Fre

0 @ Secure | hitg:

= Go g]e APls B Exampla Projact + q
API APls & Services Credentials
£ Gnibboial Crodertiels  OAuth conaent zereer  Domain veeifieation
e Croentials )
Ciealn crdmnlisls 15 actmss yiur snebled 881, Befef 16 the SP1 docurme s alios for details

Service account keys

i Crostion dete ~ Service sccount

196768 adB 00 b mdnditt ddStefefbad 0eB0d  Agr 20 2098 Exemple-proect

MEnBGE BRVER OECHINS
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Select the : More button under options on the right side and click Edit.

{8 1AM & admin - Example Pra

& Secure | it

= Google APls 3 Exampla Projac ~ Q 0 0 & (5
B 1AM & admin Service Accounts CREATE SERVICE ACCOUNT + PERMISSIONS

"B Ik Service accounts for project “Exsmple Project”

B fuotes A SArYiCE ACEEUNT TRRrREENTS & Gongle Clout Servcs dentity, Suth &3 Cocs funning an Do mpsts Engine Y, App ENGIne RiRs, o1 AFStems running outside Goagle, Leam morm

ﬁ Service accounts B B Secount

@ Latiels SEMACE ACEOUNT AT = Service aecount 10 Kayio Kiay eraation dat Omions

B Sefifngs =3 axmmpla-peoject Ml projarDoample 1554758 ISE0ShD0da 435 T dSEatasabeale a0 W Aprangoie i

Ec

®  Crypicaraphic keys i

H [dentity-Aware Proxy Create key
= Foks

[3  wenege resources

I

53 of 164



Bridge User Guide

Check the Enable G Suite Domain-wide Delegation and click Save.

B 1AM & admin - Exam

Edit service account

Service acezun! novse |
exnmple-proect
[ Enatla § Suine Domsinvida Duegaran

Alkgwn this zeice am0UE I be aushon fed o aooess ol wse’ dam ene G Su
iherrain withma minu sabonizitien on Fak padt, Lasm mos

CANGEL  SAVE
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Create oAuth Client Account

Open API Dashboard ®° and click on Credentials ( key icon ) in the left-side navigation bar and
click on the Credentials tab

® Credentinls - Examale Pre

(3 @ Securs | hites

= Google APls v Example Project = Q 0 0 & 2

APL Credentials

Crodontials  OAuth conserd serean  Domair warification
o
Crasle crecientiss b Becans wour enabled APy, Tiefer o the A decurmentaticn for dutsiia
Oauth 2.0 cllent iDs
Hame Creation date - Tipe Client 1D
Ciiant foe paample-proect Sersicq aseount ellont 1NESE3TI M IETEMAE0TE FOw
Service account keys tannge say & AECON
[ Croation dmn ~ Servicy aseant
125078t SA0LL S adn Al clfibefe SonRL0C3E Apr 30, 28 exaemple-project ]
]

5 API Dashbaord - https://console.developers.google.com/apis/credentials
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Click Create Credentials and click oAuth Client ID from the dropdown.

® Credentisls - Examgle Preject

@ Secure | hiteslc

= Google APls 8 Exampie Project = Q W0 e a 2
API Credentials
oy Crodontials  OAuth conserd serean Domar
B
AP ey It Por details
Ickert e your o wasmoe A8 Ky amcess
it eliert 13
Requests wser consent s0 your app can sccess the users dota
Senice accoLn ey L e
Enalies server-i-oerven ano-kvel authentication using robot aceoums
sieq ascount ellont 1NESE3TI M IETEMAE0TE -
Hiip ma chocen
Asks o few guestions to helo you desice which type of cedeniis Lo uee
Service account keys
[ Croation dmin Servicy aseant
0tbEndnall] ddbefe Sonedic 3l Apr 20 28 w
]
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Set the application type to Web Application. Enter the following details to create the oAuth client:

e Name: Displayed to the user when they sign-in for the first time
e Authorized Javascript Origins: List of whitelisted domains that are authorized to use the

oAuth client. If Bridge is deployed on example.com then the authorized javascript origins
would be https://example.com

e Authorized redirect URIs: List of URLs the user could be redirected to after they login

using their Google credentials. If Bridge is deployed on example.com then it would be
https://example.com/auth/adapter/callback

Click Create.

® (B Craste chert 10 - Examate Fre

= Google APls & Example Froject = a

¢  Create client ID

Agglkatian tyse
Vo

Mama

Exaenple Clieny

Restrctians
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After creating a new oAuth client, a modal will popup with Client ID and Client Secret. Please
save these credentials as they are required later on in the setup process.

0Auth client

Har is yeur ciant B
3IEFETH, a B3

Hard is yeier ian seerel
AV L T2k P 80
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Enable API Services
Open API Dashboard °© and click Enable APl and Services to open the API library.

{8 Dashboard - Exemple 0

& Securs | it

= Google APls @ Example Project ~ a i 0 @ a a
API APi= & Services [Crashboard 3 ENARLE APIS AND SERVICES
e Pashboad Ma APls or services are enabled
Brvaan 1 Library ta find and uas hundrecs of axallanle 473 and services
4 Library
©v  Credentiais
Popular APls and services WIEW ALL {18)
L :
™M - >x~A
Google Drive AP Gmail AP Google Maps Android AP| Google Cloud Translation AP|
Goagle Gocgle Google Google
The Google Br Flesiile, RESTIul access to the Maps for your netive Ardrold apo foud Translation API

and programs
Google Tianslate.

uger's inbax

chents to sooees r
Googhe Difve

8 API Dashbaord - https://console.developers.google.com/apis/credentials
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Click on the Search bar under Welcome to the new API Library.

Exsmpls Prajsct

& Secure | Mo

= Google APls  §» Exompie Project =

& APl Library

-

Fllter by
VISEHLITY

Public (188)

Privata (1)

CATEGORY

Advertizng {14)
Analytes (1)

Big data (B}

Blog & CME (1}
Compute (7}

CRM (1)

Dstabasas [3)
Developer stacka (1)
Devistiapet tools {10}
Email (1)

Firabase (T}

Welcome to the new AP Library

The reér AP1 Library naz better documentation, mare linka, and & smarter gearch sxperience L]

a,  [ear

Mapsa

Google Maps Android AP

Google

Maps for your nathe Adold 3pp.

[
s

Google Maps SDK for i05

Gaogle

V.
-

Google Maps JavaScript AF|

Geaghe

Waps Tor your webete

VIEW ALL (17)

2

Google Places API for Android

Machine learning

=

Dialogflow APL

Choud Vision AP

Gacgle

(=]

Cloud Natral Lenguage AP

Goagia

WEEW ALL (7]

Cloud Speach AP1

Gocgle
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Search for “Admin SDK”. Click on the Admin SDK card.

@ AniL

anrmple

& Secure | hites

Google APls @ Example Project =

Search

Q

Admin SOK

1 reault

Admin S0
Gacgle

Admin 50K lels administraton of

il 102 view and

manage resaurtes

K e,
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Click Enable on the Admin SDK page to enable the Admin SDK API.

{8 APia & Services - Examals |

@ @ Secure | hitpslc

= Google APls v Example Projent = Q 0 0 & 2

& APl Library

Admin SDK
Google

Admin S0% lets administrators of eaterprise domains 1o view and
manage rescurces like user,.,

Tyoe Overview
AP & services 3 2
R vioe Ad UK lats Taers of P o vigw and Marage resources bea uger, groupa et it also
Last updated provies midit and usage reports of cemain
B 1124 PM
About Google
Category i
& Suite Google's rmission is b organize the warlds information and mabe 1 uriversally sccessible and useful. Through
products and platforms like Search, baps, Grai, Android, Saogle Play, Chrame end YauTube, Gaogle plays 2
Service name mmaningful raka in the daky lives of billions of peaple.
admingeogeaps

Tutorials and documentation

Learn rmaore [

Terms of service
By using thia preduct you sgree 10 1he 1erma and conditaana of the foliowing licersels]: Coogle APls Terms of

Seruice (7, Boogie Apps Admin APls L7
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After clicking the Enable button wait for few seconds until the page is updated and the Admin
SDK APl is enabled.

= Google APls 8 Example Project =

a

API APis & Services & Admin SDK

W DISASLE

e Emshooad Ounrview  Duatss

M Library
v Credentiais About this API Dacumantstion Ty this AF1 in APl Expioeer

&Il AP yersons * AN APicredantials * AR APimeihods

Vhour Bhows | 1Zhours

Tdwy  2days Adms Tdays Y4days 30 cays

Traffic By PSpoNES Cooe =

Requesta’ses (T min overge)

There is no data tor this AP in this time spen

Errors By AF| mathod -

Prrcent of recuests

There is no data for this 41 in this time span
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Go back to the API Library ’ and search for “Google+ API” in the APIs and Services search bar.
Click on the Google+ API card.

Google APls 8 Example Project - [:§ o e a 2

-
¢ Search G Gongle+ AP X
Filter by 3 reaults
CATEGORY @ @
2 Suite {1 3
Guoogles AP Google+ Hangouts AP Googlet+ Domains API
Soeml (3 e
Google Gaogle Google
The Gaogles APl enabies Important The Googhes AP Far The Google* Dormaing AP enables
pevepers 1o bulkl o top af the Hangouts + supparted deveiopers 1 budd o top of the
Google+ platform. Appzwil cartinue to function.. Grogle+ platform far Google

AB5a- bad o dGedBa it 038&p o

7 API Library - https://console.developers.google.com/apis/library
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Click Enable on the Google+ API page.

@ AFia & Services - Exampls |

& Secure | hites

= Google APls v Example Projent = Q 0 0 & 2

& APl Library

Google+ API
Google

The Google+ AP1 enables dewelopers to build on top of the Googlas
pntfarm

B oo

Toe Dverview

AP EmIvioey The Goagler AR enables develapers 10 bulld o top of the Google platfom

Last updated

B/I0/17, 636 BN Mo Sitgh

Googlez miszion is to orgarize the warkd's informatian and make  uriversally accessible and useful, Through

Category

Backil products and alatfarms like Search, Waps, Brral, Aodrood, Saogle Blay, Chrame snd YauTube, Google slays a
maningful rake in the caiy lives of billions of peaple.

Service name

Plun. googleapiz som
Tutorials and docurnertation

Leaen mone &7

Tarms of servicn

By using this peoduct you agres 10 the 1erms and conditans of the following licensels): Google APls Terms of
Service 17, Gongles AP| L7

More solutions to ex Elore
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After enabling the Google+ API, wait for a few seconds for the API to be enabled and the screen
changes similar to the image below.

. {8 APla & Services - Examal:

€ &y & Secure | hitp:

= Google APls 8 Exampie Project - a a0o s @
API & Googles AP B DISABLE
- ooy Ouotas

o About this AP Dacumantstion  Trythis AP in AP Exploeer ™

AlAPI verElang ®  ARAPIcradontials = All APl mathods v Vhour Bhours | 1Zhours | oy g3y ddws | Tdays  Yedays 30 s

Traffic By eSpanse coce =

Acquest

1 min average)

There is na data for this APLin this tme span

Errorg B AP method =

Feicent af isquests

There i na data for this AP in this time span
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Credentials

From the previous steps, the following items are required to add the adapter to Bridge:

e C(ClientID
e Client Secret
e Service Account JSON file

You will also need the following:

e Domain: Google G Suite verified domain name used for issuing accounts. If your user’s
sign-in email address is represented as username@exampledomain.com, then the
Domain is exampledomain.com

e Domain Administrator Email: Email of the user that has administrative access. If the user
with email address as administrator@exampledomain.com has administrative access on
exampledomain.com, then the Domain Administrator Email would be
administrator@exampledomain.com
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Click on Google icon on Add Adapter page, Enter the credentials and click on the NEXT button

to authenticate with Google.

Adapier Setun

tpey fexample.c

“SRIDGE demo -

us Adaplers @ select an adapier
@ Cliens Google

To selrieve the appropedale
credentials, kgin o the Goagle

-8 Admins Davaloper Coisole, sekc he
desirad account from the drogdown
an the tap I, &nd click
“Credentials”

To dowriaad the SErvice acealnt
JSOM file, click the *Thownlioad
JSON buton 1 the top al the
croderials pago.

(&) Lot

O Enter ciadenials Autharize Apglication

Hama

Google

bt i

82163678234 5-Brer(SH0H3mY a0e2fhcldSitvl 9ok apps.googleuserconient.com

bort Gacnat

AWBMMACWpGTIUTZutfwuidD

Dol
exampledomain.com

Drmain &amn Ema
Jjohndos @ axampledomain com
Serwee Acooun! Fl:

Exampla Project-1356768ad358 json

Lpioad yeur Geogi Bania Arsort JS0M 118

BAGK
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Click the Adapter Name entered in the previous step ( in this example, Google ) to authenticate
with Google.

g In

Sign In

g MICROSOFT OFFICE

G soone
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Enter the Google G Suite domain email address and click Next to login.

L] B Eign in - Goegle Asoaunes

& O (r & Secure | mips:

Sagr In with Gaogle

Sign in

@ continue 1o exampledoman.com

Emaiat ghare

ugerEeampledomain ¢ om

Forgol emai?

She o m

English {Usited Sates)
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Enter the Password and click Next to login to Google. Press Accept to allow Bridge to access

your profile information.

L B Sign in - Google Acoounts

L O (v & Securs | hitps://scoounts.googie.comys aning 2ichzlsnoe/pudicant |d-811580670000- 1768k

Welcome
B use@exampledomain.com

English (Lieived Satee) =

After successfully signing in with Google, the page is redirected to the Adapters page that now

includes Google adapter that was just created.
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Active Directory

Preparations

Setting up Active Directory adapter on Bridge requires an Active Directory account with
administrative privileges.

Configuration

The following items are required to setup an Active Directory adapter on Bridge:

e | DAP URL
e BaseDN
e Username
e Password
LDAP URL

LDAP URL is the domain prefixed with Idap:// that resolves to the Active Directory server.

For example, if example.com is set to resolve to Active Directory server then LDAP URL would be
Idap://example.com

BaseDN

BaseDN can be obtained by running the following command on the Powershell within the
Windows machine that is part of the Active Directory network,

Command
dsquery user -name Senv:UserName

Result
CN=Username, CN=Users, DC=example, DC=com

The BaseDN can be extracted from the above result. From the previous result it would be
DC=example,DC=com
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Credentials

Active Directory adapter requires a user or system account with the following features:
e Non-rotating static password

e Permissions to access users and groups with in the Active Directory network
e Without any query or rate limitations
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Click on Active Directory icon on Add Adapter page, Enter the credentials into the form and click
Next to authenticate with Active Directory.

Adapier Setun

tpey/example.com/Driduadad

“SRIDGE demo -

#i  Adapters © select an adapres @ Erer eredentiale Authonize Apgkzation
@ clients Active Directory Active Directary

ldap://example.cor
L Admins sl

DE=example, DC=com

USERNAME

PASSWORD

BACK MEXT

() Logout
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Click Adapter Name entered in the previous step ( in this example, Active Directory ) to
authenticate with Active Directory.

Eiga I

u |1

ey /example.com/interaction/B 23038034021 1da-bico-2adaBocdageld

Sign In
G MICROSOFT OFFICE
”~

L GODGLE

& AcTIVE DIRECTORY
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Enter the Username and Password from the Active Directory adapter setup page and click
LOGIN to login to the Active Directory server.

Login to Active directory

Unemame

USERNAME

Pasgwond

PASSWORD
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Gigya

Preparations

Setting up Gigya adapter on Bridge requires a Gigya account with administrative privileges.

Setup the site

Data Center

Note the datacenter of the site based on the flag. See Finding your Data Center & for more
information.

API Key

Make a note of the API Key since it’s required to configure Gigya adapter on Bridge.

Ggye - Admin Corsale * +

Lo 2 @ & htpsconsole.gigye.comysite/parmers/Dashboard aspm

-__'z-;' Customer Data Cloud example.comn

1ar Insight dEnny Acces Documentation  Academ

3 AL
QuMu — . e e

rines ;2453710 | Segret Key

avample.com Te2a [ AP e 3 BRanivet T HAFAWGRKE 5 VRrENaIIda K gaVCaEant. Dndssl

Contact Products Cuick Links Learmn Mare Fallow Lis

00000
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Open Site Settings page and add the Bridge domain name to the trusted site urls, this enables
Gigya to share the user information with Bridge.
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Setup OpenlID Connect

Proxy Page URL

Open the OpenID Connect Provider on the settings page and setup the proxy page. If the proxy
page is configured then proceed with the next step.

Bridge provides the proxy page functionality, in-order to use it configure the proxy page uri with
the Bridge domain name followed by /auth/adapter/gigya/proxy path. For example, if the
Bridge domain name is bridge.example.com the proxy page url would be

https://bridge.example.com/auth/adapter/gigya/proxy

Issuer

Issuer is the name of the site that issues the identity tokens to Bridge, configure the site name as
the issuer. For example, If the site name is example.com then the issuer would be
https://example.com.

Custom Claims

Custom claims map the user information properties to defined keys and are returned after the
user is logged in. Configure the following custom claims to include profile and user Id during the
initial sign in request.

e UID
Enter the claim name as UID and the mapped field as UID

e profile
Enter the claim name as profile and the mapped field as profile

Scopes

Scopes are utilized during the sign in request to include the user information along with the
request. Configure the following scopes to allow Bridge to access user information such as User
ID (uid) and profile.

e UID
Enter the scope name as uid and the mapped claim as UID

e profile
Enter the scope name as profile and the mapped claim as profile
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Click Save to save the OpenlID connect settings.
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Create Relay Party (RP) Client

Click on Create RP button on the OpenlID Connect Provider page and enter the following
information

Client ID

Client ID is auto-generated after saving the RP client. Make a note of it since it’s required while
setting up the adapter on Bridge.

Client Secret

Client Secret is auto-generated after saving the RP client. Make a note of it since it’s required
while setting up the adapter on Bridge.

Description

Enter the description of the client

Supported Response Type

Check the following boxes

1. token
2. id_token
3. code

Subject Identifier Type
Toggle Auto-generated per RP (Pairwise) option

Access Token Lifetime

Set the access token lifetime based on the organizational guidelines.

Redirect URIs

Setup the Bridge redirect uri’s, for example, if the Bridge is setup on bridge.example.com then
the redirect URIs would be the following

1. https://bridge.example.com:443/auth/adapter/callback

2. https://bridge.example.com/auth/adapter/callback
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Click Create to create the RP Client.
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After the successful creation of the RP client, the page is redirected to OpenID Connect Provider.
Click on the newly created RP client that matches the description entered in the previous step.
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Make a note of the Client ID and Client Secret since they are required during the adapter setup
step.
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Screen Set

Open the Screen-Sets under Registration-as-a-Service section on the Settings page. Make a note
of the ID of the screenset. It is required to setup the Gigya adapter on Bridge.
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Permission Groups

Open the Permission Groups page by clicking on the Admin and Permission Groups under
Admin.
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Click on Create New Group and click on Create after entering the name and description of the
group.
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Click on the edit icon of the newly created permission group and enable the following on
Privileges page.

e Full API Access under External Integrations
e User Records with View access under Identity Access
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Application
Open the Applications page by clicking on the Admin and Applications under Admin.
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Click on Create New Application. Enter the name of the application and assign the group that
was created in the previous step.

' { & hitpsfconsale gigya.com;si

=¥ customer Data Cloud
S

Applications

w0 aian

0k, FEOLITING 8 GBSE fog s aliar Nirw

Craate New Application | | Add Existing Application

Sl Girewyr
fugtLog ZEN P
: BEd i ]
o Craata Naw Applicatian @
Narma:* I Bridge
Geougi aridps Craup
Gancal Croate
Producls Gtk Links Leam Mors Fatlow Lo

00000

89 of 164



Bridge User Guide

Copy the User key and Secret key from the dialog that appears after successful creation of the
Application.

Make a note of the User key and Secret Key as they are required to add the Gigya adapter to
Bridge.
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Click on Gigya icon on Add Adapter page, Enter the credentials into the Gigya adapter form and
click NEXT to login to Gigya.
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Click on the adapter name entered in the previous step ( Gigya Adapter ) to proceed further with
the login.
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Enter the Gigya account credentials on the login page and click on Submit to login to Gigya.

Quickly log in with your social network: Lo in with your email and password:

m 3 Google ' Twitter demo@example.com
i, Linkedin G JREST

or
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Dar't have an accourt yei?
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Okta

Preparations

Setting up an Okta adapter on Bridge requires an Okta account with administrative privilege and
OAuth 2.0 for Okta APIs feature enabled.

To enable OAuth 2.0 for Okta APIs® feature, submit a support ticket to Okta.

Configuration

The following items are required to setup an Okta adapter on Bridge:

Okta Organization URL
Service Account Username
Service Account Password
OpenlID Connect Client Id
OpenlID Connect Client Secret

Okta URL

Okta domain can be viewed on Okta developer console, See Find your Okta domain'™ page.

For example, if Okta domain is example.okta.com then the Okta URL would be
https://example.okta.com.

% https://support.okta.com/help/s/productroadmap
' https://developer.okta.com/docs/guides/find-your-domain/overview/
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Read-only Service Account

Create a service account on Okta Developer console and assign Read Only Administrator role to
it. Click on Administrators under Security in the navigational menu and click on the Add

Administrator button.
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Type the Service Account name in the text area right of Grant administrator role to and select
the account.

Click on the Read Only Administrator checkbox and click on the Add Administrator button to
save the changes.
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OpenlID Connect Application

Create an OpenlD Connect application on the Okta administrative console. Click on the
Applications under Applications navigation menu.
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Click on the Add Application button on the Applications page.
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Select the Native option. Click on the Next button on the dialog.
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Enter the following details and click on the Done button to create the application.

Application Name: Displayed to the user when they sign-in for the first time
Login redirect URIs: List of URLs the user could be redirected to after they login using
their Okta credentials. If Bridge is deployed on example.com, then the redirect URIs
would be,
o https://example.com/auth/adapter/callback
o https://example.com:443/auth/adapter/callback
e Logout redirect URIs: List of URLs the user is redirected to after logging out of the
session. If Bridge is deployed on example.com, then the logout redirect uri would be
https://example.com.
e Group assignments: List of Okta groups that are capable of logging in to Bridge using the
OpenlD connect client.
e Grant type allowed: Grant type used for the sign-in flow. Select the following grant types,
o Authorization Code
o Resource Owner Password

Click on the Done button to create the application.
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Click on the Edit button next to General Settings and check Resource Owner Password under
Allowed grant types and click on the Save button.
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Click on the Edit button next to Client Credentials and click the Use Client Authentication radio
option and click on the Save button.
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Make a note of the Client Id and Client Secret under Client Credentials at the bottom of the
application page we created in the previous step.
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If the OAuth 2.0 for Okta APIs feature on the Okta domain is enabled, assign read permissions
to users and groups.

Click on the Okta API Scopes tab and grant the following permissions,
e okta.groups.read

e okta.users.read

Click on the Grant button next to okta.groups.read.

@ ncoarina
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Scroll down to the bottom of the page and click on the Grant button next to okta.users.read.
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OpenlID Connect Application for User Signin ( Optional )

Create an additional OpenlD Connect application on the Okta administrative console to use for
user sign-in. Click on the Applications under Applications navigation menu.

This application is specifically used for signing in users whereas the other OpenlD Connect
application is used for user and group search.

Click on the Add Application button on the Applications page. Select the Web and click on the
Next button.

Dacusanlation 8 Su
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Enter the following details,

Application Name: Displayed to the user when they sign-in for the first time
Base URIs (optional): List of URLs that are trusted by okta. For example, if Bridge is
deployed on example.com, then the Base URIs would be,

o https://example.com

e Login redirect URIs: List of URLs the user could be redirected to after they login using

their Okta credentials. If Bridge is deployed on example.com, then the redirect URIs
would be,

o https://example.com/auth/adapter/callback

o https://example.com:443/auth/adapter/callback

e Logout redirect URIs: List of URLs the user is redirected to after logging out of the
session. If Bridge is deployed on example.com, then the logout redirect uri would be
https://example.com.

e Group assignments: List of Okta groups that are capable of logging in to Bridge using the
OpenlID connect client.

e Grant type allowed: Grant type used for the sign-in flow. Check on Authorization Code
grant type.
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Click on the Done button to create the OpenID Connect client for User sign-in.
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Assign users to Application

Navigate to Assignments tab on the application page. Click on the Assign button and select
Assign to Groups on the drop down.
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Select the group that needs to be assigned to the application and click on the Assign button on
the right side of the selected group.

For example, Select Everyone group to allow all the users under the organization access the
applications through Bridge.
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Click on the Done button at the bottom right hand corner of the dialog.
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Credentials

From the previous steps, the following items are required to add the Okta adapter to Bridge:

Okta Organization URL

Client ID

Client Secret

Service Account Username

Service Account Password

User Sign-in Client Id (optional)
User Sign-in Client Secret (optional)

Click on the Okta icon on Add Adapter page, Enter the credentials in the Okta adapter form and
click on the NEXT button.
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If an OpenID Connect application is created for User sign-in flow, click on the toggle switch to
enable User Sign-in Client form.

Enter the User Sign-in Client Id and Client Secret and click on the Next button.
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Click on the adapter name (Okta) entered in the previous step to proceed with the sign in.
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Enter the Okta user account credentials on the okta login page and click on the Sign In button.
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Twilio SMS

Preparations

Setting up SMS adapter on Bridge requires a Twilio account with a phone number.

Configuration

The following items from twilio are required to setup an SMS adapter on Bridge:
e AccountSID

e Auth Token
e Number
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Phone Number

Twilio phone number can be purchased on Buy a Number " page on Twilio dashboard,
Alternatively an existing number in service can be ported to twilio.

The phone number must be SMS capable in order to work with Bridge.
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Account SID

Navigate to the Twilio dashboard "* and make a note of the ACCOUNT SID located on the right

hand side of the page.

See the highlighted text in the following picture.
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Auth Token

Navigate to the Twilio dashboard * and make a note of the AUTH TOKEN located on the right
hand side of the page.

See the highlighted text in the following picture.
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Credentials

From the previous steps, the following items are required to add the SMS adapter to Bridge:

e Account SID
e Auth Token
e Phone Number

Click on SMS icon on Add Adapter page, Enter the credentials in the SMS adapter form and click
on the NEXT button.
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Click on the adapter name (Twilio SMS) entered in the previous step.
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Enter the phone number of the user and click on the NEXT button. Shortly after Bridge will send
the number an sms message with a 5 digit authentication code from twilio phone number.

| jenample.com,

Enter your phane to sign in or ereate an account

B 41 (212) 447-8135

CANCEL NEXT
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If an account with the phone number entered in the previous doesn’t exist in Bridge, it will
request the user details such as first name, last name to create an account on Bridge.

Enter the first name, last name and click on the NEXT button to proceed to create an account.

Create account

Enter your first and last name

Firmt Kame Hame

st
Exampla Wser

CAMCEL
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Enter the 5 digit verification code sent to the number entered in the previous step from the
phone number configured during the adapter setup.

Click on VERIFY button to sign in.

Averification code has been sent to +F 212 447 3135

Wenfation {ode
88512

BACK VERIFY
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Password

Configuration

Setting up Password adapter on Bridge stores the user information on Bridge database, so there
are no 3rd party dependencies.

Click on Password icon on Add Adapter page, Enter the name of the password adapter and click
on the NEXT button.

SRIDGE demo
= Adaplers ° Salect an adaptar ° Enter cradantials
M Clients Password Adapter
Password
=%  Adming
BACK MEXT
U] Logout
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Click on the adapter name entered in the previous step (Password).

pesjexampte.com/interactionf5aa0dbar- dDE

Sign In

ﬂ PASEWORD
o QKTA
» AD

SMS
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Enter the email address of the user to create an account. This email address can be used later to
login to the password adapter.

Click on the NEXT button to proceed to the next step.

Enter Username

Usarmame
usen@exarmple.com

CANCEL MEXT
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If the user with the email address entered in the previous step does not exist in Bridge, It will
create a new account. Enter the user first name, last name and password to create an account in
Bridge.

Click on the NEXT button to proceed to the next step.

WARNING
Make a note of the email address and password as they are required to login to bridge.

Enter your info

Waamarae

useriexample.com

Fet Name
Example

Laat Kame
User

Fasswmd
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Enter the username and password of the account created in the previous step. Click on LOGIN to
proceed to login to bridge with the user email, password.

Enter Password

Ligername

user(iexample.com
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Add Users

Click on the : menu icon located on the right hand side of the password adapter.

“»RIDGE dema - + acoanseren

Adapters o Passward
Pasaword
example. com

] Clients o LserEh

Admins

)  Logout
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Click on Invite User on the pop up menu.

Enter the email address of the user and click on the GENERATE INVITE button.

Invite a User

Email Address

user2{iexample.com|

CANCEL GENERATE INVITE
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Send the Email message to the invited user.

Invite a User

Email Addreas

ugerdipexample com

> SEND AS EMAIL

Or copy the messege and paste it inta an email:

 Email Mpssage

‘four are mivted b create an acoown? on & Bunch Apphication. Click the lok below 1o
et started.

hipsrband hunehday com 443/ bridge/invitedey IhbGeidi Lz Mils RS Cifsikp X
V9. ey IhZGFWH G VXV RZCI6IM KV TATOTZML TaZE Y INDC2OS04 MWRMLWYIM
AR DEWHWMINS! sInVzZ X W IoidX NiciJAZ XhhbXBs 255k 20i L Jyb2xlljciaW
52X Al wiZXNwljox TR0 DIXMOM ZLCIp ¥l | E1N[EINTQIMZVE j8_1 IFhEXFTE
RANPS ] T223WauoyWayF 3kF2MphZEH D4fa-4288-a50f
A790aa7154f5h
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The Invitation URL can be used by the invited user to create an account on Bridge.

Click on JOIN TEAM button to create an account and join the team.

o incognits (2) @)

Sign Up
||$<l'0.(n\l;x:‘:m|&|e o

Example User 2

JOMN TEAM
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Reset User Password

Click on the : menu icon located on the right hand side of the user under the password adapter.
Select Reset Password on the popup menu.

Send the Email message to the intended user.

Reset User Password for user2@example.com

> SEND AS EMAIL

Orcopy the message and paste it inte an email:

Email Mesrage —

A request wag racaivad 10 FeEEt wour n a Bunch Application. Click the
ik B b reser your passward,

htipsyfkand bunchdey com:443/bridgeirsat, ey b GeililiUzt | MilsInR ScCiblkpay
Lo ey IhZGFwd VY VIOVRZCIEIM kY TADO TZmLT dj 2GYRNDe 2050 WRmM LN YINE

ATODEANWI NS IV T AW IpoidX M) JATXbhbX B 7 SE B2 0IL LI eVop

ZCIG MU MCImy TAZLTUANMUINTY 4001 hMGUYLTINDTHIYZISM MmN Mylsindv G

LTy KNI Iy Se G TUEATaOMT Uz Niwin WEOl o T b M TR 7, g
DEEDYEERNkNCDSS0COZryXChESaM 11 LHToken=T Bfeda 30531 302 0c-ah33-
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The Password Reset URL can be used to reset the current password of the Bridge account.

Click on the SAVE button after updating the password.

Reset Password

admin

admin Emergency Admin
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Remove User

Click on the : menu icon located on the right hand side of the user under the password adapter.
Select Reset User on the popup menu.

Click on the CONFIRM button to remove the user.

Remove user2@example.com

Are you sure you want to temove this password user?

CANCEL CONFIRM
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Clients

Clients are used by third-party applications authenticate with Bridge. Click on Clients on the left
side navigation bar.

“SRIDGE  demo - + o0

5 Adapters INTERMAL CLIENTS EXTERNAL CLIENTS
o dema

o demo

natve

i clients

- Adming

(&) Logout
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Add Client

Click on the + ADD button on the top right corner of the screen.

pe/fexample.com'Dridusfadminioleniz
“SRIDGE demo - + a0
I
2 Adapters INTERMNAL CLIENTS EXTERNAL CLIENTS

demo

wieh

i Clients
o demno

native

&%  Admins

(&) Logout
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Enter the following details to add a new client:

Client Name: Name of the Client

Redirect URI: URL to redirect users after authenticating them with Bridge along with their
access token

Post Logout Redirect URI: URL to redirect users after logging out of Bridge

Application Type: Select Native only when the client is used by a mobile application,
Otherwise select Web

New Client
Create A new authentication chient

Chent rame
Example Clent

Resleaen LRI

htips:. ph

Hedirect UAI

PastLogout Redireet L

https:/fexample.appheation.com

t-Logout Redirect L

Application Type

® web (O raive

CANCEL
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Edit Client

Click on the : menu icon then the Edit option from the popup menu.

“SRIDGE
il Adapters
i@ clients
&%  Admins

(&) Logout

D fexample.com Driduafadmin/c enis
demo - + Ao
1
INTERMNAL CLIENTS EXTERNAL CLIENTS
le Client : il
0 - Fw @
W Remove

demo
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Add or edit the fields then click Save to apply the changes.

pey fexample.com/Dridga‘admin/clrme P a0 518- 5070 - dora- 30 bE-daciletidie

“5RIDGE demo  ~

u Adapters EXAMPLE CLIENT
Chent Mame
Example Client
B Clients
Aedireet UR

https://example.application. com/callback
=» Admins

ot atinct LR

hittps://example.application.com

(&) Logout
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Remove Client

Click on the : menu icon then click on the Remove option in the popup menu.

WARNING
This action is not reversible.

O mitpeyexample.com Dridussadminics

“5RIDGE demo  ~ + aop

EXTERNAL CLIENTS

#8  Adapters INTERMAL CLIENTS
0 N -
i clients =
[ ] Femove o demio
Pateve

=» Admins

(&) Logout
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Click CONFIRM in the confirmation dialog to remove the client.

Remove Example Client client

Are you sure you want to remove this chent?

CAMCEL CONFIRM
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Administrators

Users or groups can be added as Bridge administrators.

Bridge administrator can add, edit and remove adapters, clients, service accounts and other
administrators.
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Click on the + ADD button in the top right hand corner of the screen.

0 mtigey/example.com/ Driduaadmin/users

“SRIDGE demo  ~ + s
1
8l Adapters GROUPS USERS SERVICE ACCOUNTS

e Example Username
MicrasoaTr Oftice

i Clients
Username
Active Directory
AL Adming
(&) Logout
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Users

Add User
Click on the + ADD button and clicking on the Add User option from the popup menu.

O mitpsyexample.com Dridussadmin/users

“5RIDGE demo  ~

4+ Add User
i Adapters GROUES USERS P e I 114 add Group
e Example Usemname ©r  Add Service Account

Micrasatr Oftice
@ Clients

Usarmname

Artive Directory
A% Admins
(&) Logout
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Search for user by name or email address and select one from the dropdown list. Click ADD
USER to add the user to the application as an administrator.

Add Administrator

Demo Usel

Dema Uger Microsoft O e
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Remove User

Click on the : menu icon adjacent to the user then click the Remove option from the popup
menu.

“sRIDGE demo - -~

i Adapters GROUPS USERS P—

i clients

sername =
o U-- ve Directory | ] Remove:

AL Adming

() Logout
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Click CONFIRM on the confirmation dialog to remove the user.

Remove Administrator user

Are you sure you want to remove this user?

CAMCEL CONFIRM
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Groups

Add Group

Adding a group as an administrator to the Bridge application will give all the users that are part of
the group administrative access to Bridge.

Click on the + ADD button in the top right corner of the screen and click Add Group.

“sRIDGE demo  ~ +2 Add User

#  Adapters GROUPS SERVICE AccounTg T=v  Add Group

v Add Service Account

i Clients

ERS
Example Username
Micrasaft Oftice
Username
ACtive Directory

&L Admins

() Logout
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Search by group name and select one of the group from the dropdown list.

Add Administrator Group

Administrators

Adrnistrators  Actve Directory

Hyper-V Administrators  Active Directory

CANCEL ADD GROUP
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Click ADD GROUP to add the group to the application as an administrator.

Add Administrator Group

Administrators

CANCEL ADD GROUP
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Remove Group

Click on the : menu icon adjacent to the group and click the Remove option from the popup
menu.

tpeyexample.com/ Driduadad

“SRIDGE demo  ~ + a0
|
] Adapters GROUPS USERS SERVICE ACCOUNTS

ministrator = xample Usen
o .k:ﬂ_ |'|l .t' a‘t_os &  Remowe e F . .rfdie.name
Active Cerectory Mlerasaft OmIce

i Clients
&L Admins
() Logout
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Click CONFIRM on the confirmation dialog to remove the group.

Remove Administrators group

Are you sure you want to remove this group?

CAMCEL CONFIRM
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Service Accounts

Service Account can be used by a third-party application to authenticate with Bridge application.

Add Service Accounts
Click on the + ADD button on the top right corner of the screen and click Add Service Account.

2 Add User

“SRIDGE demo -
=& Add Group

USERS SERVICE ACCOUNTS

e Example Usemame
Micrasatt Ofice

2] Adapters
©r  Add Service Account

@ Clients

AL Adming

() Logout
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Enter a Name and Description and click CREATE to add the new service account to the
application.

New Service Account

Creale a new semice account to access your applications

Servive Acount Name

Example Service Account

Servoe Account Description
Used by non-user interactive backend applmam:d

coale Wil dowedcuad 3 kg M8 Ot your tevice Nesp Ik fle sats, you well oot b alle 1 e
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After creating the Service Account, a file called service-account.key is automatically downloaded
onto your computer. This file is used by other applications to authenticate with Bridge.

WARNING
Do not misplace the service-account.key file. It cannot be recovered under any circumstances.

a | L.

“RIDGE demo - + a0

us Adapters GROUPS USERS SERVICE ACCOUNTS

o Example Service Account

@ Clients

2L Admins

) Logout

B servico-scoount.kay
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The service-account.key file if opened in a text editor should be in JSON format with the
following keys,

uuid

name
privateKey
applicationUuid
clientld

url

{"uuid" : "9e2768ea-0f81-Lals5-afbb-dS1ea2BlL2c26", "name” : "Example Service Account”,"privateKey":"----- BEGIN RSA PRIVATE KEY-----
N\NMIIBOQIBAAIBAKIADMUSl6sEWgATWNNGEYNFL 7UWNMLThxHi¥YunlyFocaM02Isjgh\nUgs052ixC5cBKEI jguZkdAZShIUhBGMNHUS CAWEAAQIALjyNmCNT2Pav pymai
GMbA\NAY@x1N62] OxHEFARANIR3Gh/ATBRO7Lin£B2Q04 KEBGZXN2U2T/I5XCQTTVEGIBI\NAQINAP. /CqusGCLTKCIZS KTy M/

eyl+VsxLawtbkFyTc3Y6nALEASL] 1d6DeiuYu\nz9508 1Pz fcBRtUVEdUSIs 2GBIDEHChOCIGFt61ZgPX1FpxnI+BhZBTP2S /vpIiQe\n/
baemnyPQzbvALACZFSLOo1U9C/ZVxMxSPREOPANDWDZ 907 AKLEB1EQFKQIgNW L\ NNGUZ EO+MALM] ZaSBHVOgR1LEPLFatnXKs T I/ 1NM=\n- -~~~ END RSA PRIVATE
KEY----- " MapplicationId":"61acBf25-befa-used-bELE-T234T750Ub3396"  "clientTd": "0c373062-aae-LEGe-BELE-

elic1e799cad7", "url” : "https://example.con"}
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Remove Service Accounts

Click on the : menu icon adjacent to the Service Account and click the Remove option from the
popup menu.

Removing the Service Account will result in deauthorizing all the applications that rely on the
Service Account to communicate with Bridge.

WARNING
This action is not reversible.

“SRIDGE = demo  ~ + o0
#8  Adapters GRIUFS USERS SERVICE ACCOUNTS
o Snehesh Thalapaneni H o Example Service Act Hemove
Mierosatt Oftice
i Clients
AL Admins
() Logout
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Click CONFIRM on the confirmation dialog to remove the Service Account.

Remove Example Service Account service account

Are you sure you want fo remove this service aocount?
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Kerberos Integration

Whitelist Hosthame

Add Server Hostname to the Site to Zone Assignment List in Group Policy to ensure hostname is
trusted to allow kerberos authentication.

Service Principal Name (SPN)

Service Principal Name (SPN) is a unique name used by the clients to identify themselves when
connecting to the Key Distribution Center (KDC) in a Windows domain.

SPN has to be constructed based on the protocol, server hostname, Active directory domain. For
web servers, SPN has to be in the following format,

HTTP/<Server Hostname>@<Active Directory Domain>

For example, If the hostname of the web server is band.example.com and Active Directory
domain is Example.com then the SPN should be,

HTTP/band.example.com@EXAMPLE.COM
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Keytab

A Keytab file contains Service principal name and encryption keys necessary for decrypt
Kerberos tickets.

Keytab is used by Bridge to authenticate users with the Active Directory server. Generate a
keytab requires the following information,

e User Account with non-renewable passwords
e Bridge Hostname
e An Active directory administrative account to generate the keytab

Launch a PowerShell in the Active Directory server as an administrator and run the following
command.

ktpass /out example.keytab -SetUPN /mapuser "exampleservice" /princ
"HTTP/band.example.com@AD.EXAMPLE .COM" /pass "ExamplePassword" /ptype
KRB5 NT PRINCIPAL /target "AD.EXAMPLE.COM" /kvno 0

/out - Output path of the keytab file

-SetUPN - Set attribute userPrincipalName.
/mapuser - Name of the Active Directory account.
/princ - Service Principal name

/pass - Password for the Active Directory account
/ptype - Service Principal type

/target - Active Directory Domain

/kvno - Key version number

Backup the example.keytab file generated after the command runs successfully.
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For example, If the Active Directory server is BUNCHDEV.COM, Command for generating a
keytab for the service with hostname band.example.com and exampleservice Active Directory
account would be,

ktpass /out example.keytab -SetUPN /mapuser "exampleservice" /princ
"HTTP/band.example.com@BUNCHDEV.COM" /pass "ExamplePassword" /ptype
KRB5 NT PRINCIPAL /target "BUNCHDEV.COM" /kvno 0

EV.COM ptype 1 (KRB5_NT_PRINCIPAL) vno B etype 0x17 (RCA-HMAC) keylength 16 (8xAdada64845e9fbf7edf7e?

Verify SPN is mapped to the Active Directory account exampleservice with the following
command,

setspn -L exampleservice

ers,DC=bunchdev ,DC=com:
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Verify Password expiration, Service Principal Name of the Active Directory account by running the
following command,

Get-ADUser <Active Directory account> -Properties Name,
PasswordNeverExpires, ServicePrincipalName

For example, If Active Directory account name is exampleservice and Service Principal Name is
HTTP/band.example.com@BUNCHDEV.COM,

Get-ADUser exampleservice -Properties Name, PasswordNeverExpires,
ServicePrincipalName

L\! Administrator Windows PowerShell - ] w

Mame, P: Nevertxpires, Serwvic wcipalName

UserPrincipalName
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